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1 Introduction

1.1 Electronic Environmental Reporting and the E2 System
The New Jersey Electronic Environmental reporting system (E2) is a web-based information

system that allows the regulated community to electronically submit reports to the Department of
Environmental Protection (NJDEP).

The E2 system provides an alternative to submitting hand-written or paper-based reports that is
faster, more efficient, and requires less processing for water systems and the NJDEP. As a fully
operational electronic reporting system, all of the necessary legal, security, and electronic signature
functionalities have been included to serve as a completely paperless reporting system.

Currently, the E2 system allows laboratories to submit three major categories of reports:

e FElectronic Drinking Water Reports (DWR)
e Electronic New Jersey Quantitation Limit (NJQL) reports
e Electronic Private Well Testing Act (PWTA) Reports

Currently, the E2 system allows water systems to perform the following major functions:

e View Electronic Drinking Water Reports (DWR) containing analytical results submitted by
laboratories on behalf of water systems
e Submit the Annual Water Utilization report

The Bureau of Safe Drinking Water has not made all forms available for electronic submission'.
Therefore, a water system may need to submit Drinking Water data electronically for some reports
and use paper for other reports.

1.2 Reasons for and Benefits of Electronic Reporting with E2
Electronic reporting provides the following benefits:

e Gives the user greater control over the quality of data flow.

e Reduces reporting costs by offering a streamlined reporting method using readily available
computer tools.

e Offers on-line availability of reports and their processing status.

e Improves reported data integrity and security.

e Saves the NJDEP costs by reducing, and better utilizing resources required for managing
reports.

e Adds to the overall effectiveness of the NJDEP program areas with faster response for data
analyses, compliance assessment, and decision-making.

' A listing of the forms available for electronic submission can be found in the document entitled NJDEP E2RS
XML Transmission Protocol.
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e Allows the NJDEP (Office of Quality Assurance) to perform behind-the-scenes evaluations
(informal data audits) of laboratory data submissions with respect to laboratories approved
for certification, effective certification dates to analyze for specified parameters, using
specified methods and techniques.

1.3 Contact Information
The E2 Coordinators can be reached at:

DWR
E2 Coordinator
Bureau of Safe Drinking Water
New Jersey DEP
DWRHelp@dep.state.nj.us
Phone: (609) 292 - 5550

1.4 E2 System Overview

As a web-enabled system, Laboratories and Water Systems can access the E2 system at minimal
costs using existing Internet access. The E2 system provides Water Systems with the following
capabilities with respect to Laboratories:

e Ability to specify which laboratories can submit analytical reports. E2 allows water
systems to specify which laboratories can submit analytical reports on behalf of water
systems.

e Ability to view laboratory analytical reports. E2 allows water systems to view
laboratory analytical reports that have been submitted on behalf of water systems. In
addition, the processing status of each sample / result can be viewed.

The E2 system provides Water Systems with the following capabilities with respect to Water
System Reports®:

e Ability to submit original or revised water system reports. E2 allows water systems to
either fill out the reports online, upload report submissions, or copy-and-paste reports from
a water system’s local spreadsheet program.

e Ability to view validation messages online. All submissions can be validated to verify
that they meet minimum criteria as defined in the document entitled “NJDEP E2RS XML
Transmission Protocol”. Meaningful validation messages help pinpoint reporting errors so
they can be corrected and resubmitted.

e Ability to save partially completed reports. If a user does not finish filling out a report
in one session, he or she can save the report and resume filling it out at a later time. DEP
will not review partially completed reports. The user must submit the report in order for
the data to be processed by DEP.

2 Currently, the E2 System allows water systems to submit the Annual Water Utilization report electronically.
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Ability to view and print previously submitted reports. All submissions made through
the E2 reporting system are saved for later retrieval.

Ability to monitor the status of all submissions. Users can log in to see the current
processing status of all submissions (Pending, Processed, Rejected). Users also receive an
email notification of the submission status. In addition, program specific processing
statuses can be tracked.

The E2 system provides Laboratories with the following capabilities:

Ability to submit original or revised laboratory reports. E2 allows laboratories to either
fill out the reports online, upload report submissions, or copy-and-paste reports from a
laboratory’s local spreadsheet program.

Ability to view validation messages online. All submissions can be validated to verify
that they meet minimum criteria as defined in the document entitled “NJDEP E2RS XML
Transmission Protocol”. Meaningful validation messages help pinpoint reporting errors so
they can be corrected and resubmitted.

Ability to save partially completed reports. If a user does not finish filling out a report
in one session, he or she can save the report and resume filling it out at a later time. DEP
will not review partially completed reports. The user must submit the report in order for
the data to be processed by DEP.

Ability to view and print previously submitted reports. All submissions made through
the E2 reporting system are saved for later retrieval.

Ability to monitor the status of all submissions. Users can log in to see the current
processing status of all submissions (Pending, Processed, Rejected). Users also receive an
email notification of the submission status. In addition, program specific processing
statuses can be tracked

In essence, the E2 system serves as an electronic filing cabinet, allowing Water Systems to manage
their own reporting to NJDEP and monitor the status of past report submissions.

In order to provide sufficient security for all submitted information, access to the E2 system is
restricted in the following ways:

Any person that wants to have access to the E2 system must have an authorized NJDEP
Online account.

Any person that wants to submit reports for a particular Water System must request and be
granted an association with their Water System.

Any person that wishes to certify water system reports must fill out an Electronic
Signature Agreement to obtain a Personal Identification Number (PIN).

Laboratories that wish to submit Drinking Water reports for analytical data will need prior
approval from Water Systems before submissions can be accepted.
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2 Minimum System Requirements

Laboratories and Water Systems must be able to access NJDEP’s E2 website through the Internet.
Typically, such access is available either through a dedicated connection (i.e.: local area network)
or a modem connection to an Internet Service Provider.

To ensure that all of the features of the Department’s E2 system are available, a Water System
must use Microsoft Internet Explorer web browser (version 6.0 or higher) and Adobe Reader
(version 5.0 or higher). The performance of the E2 system will vary based on the computer’s
internet connection speed, CPU, Operating System, and available memory. NJDEP recommends
the following system configuration:

Broadband Internet Connection or higher
Pentium II processor or higher

Microsoft Windows 2000 or higher

256 MB of RAM or higher

Microsoft Internet Explorer 6.0 or higher
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3 E2-DWR System Description

As with a regular paper and computer program cabinet, the E2-DWR electronic filing cabinet is
surrounded by a number of procedures that guarantee that the available information is up-to-date
and accurate. Information must be categorized and placed in the correct places. Keys to the locked
drawers must be distributed to the appropriate people. Some files must pass across a number of
desks to get signed off. A typical E2-DWR submission performed by a laboratory is provided
below:

3.1 Abbreviated E2-DWR Submission Process:

Laboratory:

Step 1: Laboratory User logs into the E2 Reporting System via the Internet with user ID and
password.

Step 2: Using the Laboratory > Create a New Report screen, the user selects a laboratory
under the “Safe Drinking Water Reports™ section.

Step 3: The user previews and prepares e-DWR XML file in accordance with reporting
requirements, as specified in the “NJDEP E2RS XML Transmission Protocol”
using one of three methods.

e Step 3A: Downloading a XML template file and generating their own
submission file

e Step 3B: Completing the online entry web form and generating a
submission file. The file may be saved locally for later submission.

e Step 3C: Copying and pasting data into the online web form and generating
a submission file. The file may be saved locally for later submission.

e  Step 3D: Using the Microsoft Excel Template to generate an XML file for
upload.

Step 4: Certify the data entered.

Step 5: The Server receives the file, and issues a receipt of confirmation to the user on the
screen. A separate receipt confirmation email will be automatically sent to the user.
The Server verifies that the e-DWR XML file conforms to very specific data
validation rules and business requirements stored in the Server. If it does, the
submission is noted as such on the Server for reference. If not, the submission will
be noted as ‘rejected’ and the user will be notified via email. The user must cure the
problems and submit revisions to the E2-DWR Server. In any case, an email is sent
to the certifier stating the status of the submitted DWR.

Step 6: Valid DWR submissions can be viewed and printed at any time.
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Water System:

Step 1: Water System User logs into the E2 Reporting System via the Internet with user ID
and password.

Step 2: Using the Water System > Create New Reports screen, the user selects a water
system to complete a Annual Water Utilization form.

Step 3: The user previews and prepares e-DWR XML file in accordance with reporting
requirements, as specified in the “NJDEP E2RS XML Transmission Protocol”
using one of three methods.

e Step 3A: Downloading a XML template file and generating their own
submission file

e Step 3B: Completing the online entry web form and generating a
submission file. The file may be saved locally for later submission.

e  Step 3C: Using the Microsoft Excel Template to generate an XML file for
upload.

Step 4: Certify the data entered.

Step 5: The Server receives the file, and issues a receipt of confirmation to the user on the
screen. A separate receipt confirmation email will be automatically sent to the user.
The Server verifies that the e-DWR XML file conforms to very specific data
validation rules and business requirements stored in the Server. If it does, the
submission is noted as such on the Server for reference. If not, the submission will
be noted as ‘rejected’ and the user will be notified via email. The user must cure the
problems and submit revisions to the E2-DWR Server. In any case, an email is sent
to the certifier stating the status of the submitted DWR.

Step 6: Valid DWR submissions can be viewed and printed at any time.
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4 Getting Started

4.1 Creating a eNJEMS User Profile

In order to gain access to the E2 Reporting System, an eNJEMS User Profile at
http://njdeponline.com must first be created. If the user does not already have a user profile one
can be created by browsing to the NJDEP Online website.

JDEP Online - Microsoft Internet Explorer.

© File Edit View Favorites Tools  Help ':!'
e Back - @ - |ﬂ @ - ;j /__\J Search \;1:( Favorites 63 [j’:v ; < _J @ E| ﬁ ‘3
: Address |€| http:f fnideponline. com) v| Go

njhome | my new jersey | people | business | government | departments [ search | =

) - S TP LS
£y - X sl P - 4 ! £
went l"l environment ﬂl prec ection e %3 j ] T——— - A i

nJ deI)o nl in e your portal to e-government services '}

Welcome to New Jersey Departinent of Environtnental Protection's (NJDEP) Online Business Portal. m

NJDEF Cnline is an expanding series of modules developed to facilitate Industry/DEF transactions via the Internet.
Currently you can perform the following functions on line:

Begister to submit Private Well Test Results
Daovnload and submit DMEs, WCRs and RTRs
Process Air General Permits

Dovnload and Subrnit Air Excess Emission Reports
Subrnit Right To Know Chermical Inventory Surveys
Process Air Permit/Certificate Renewals

Submit Underground Storage Tank Closures

Bubmit Underground Storage Tank Initial Registrations
Submit Underground Storage Tank Registration Modifications
Process Underground Storage Tank Renewals

Subrnit Releage and Pollution Prevention Reports (RFFR)
Submit Pollution Prevention Plan Summaries (P

From the URL above, click the “continue” button and the eNJEMS login page will be displayed.

<2 NJDEP Portal - Login - Microsoft Internet Explorer

© File Edit ‘Wiew Favorites Tools  Help

eBack = J |ﬂ @ _;j /:\J Search “;1:(Favorites e} [:':v :_\; = _J @ E| ﬁ '3

 address |@ https: ffvovawd state ni.us/DEP_sMIEMS/Login "| Go
S

njhome | citizen | business | government | services A to Z | departments

njde}

online
njdep home | about dep | index by topic | programs/units | dep online

of envitonmental protection
help

Identification

Follow these 3 steps to Login
Guidance Step 1: * Enter Your DEP User ID

Documents

Air General Permits Step 2: * Enter Your PIN lEurgut Your PIN?

Air Excess Emissions

NOTE: Required fields are indicated with an Asterisic (™).
Community Right To Click here to learm more about NJDEP Online

Enow

To the right of the “user id” text box, click the “Need an ID” link. A new page will open with
information about creating a User Profile.
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<2 NUDEP Portal - Login - Microsoft Internet Explorer [:”E‘rs__q
© File Edit Wiew Favorites  Tools  Help f'
eBack - _) \ﬂ @ _;\J /..-\JSearch :f‘\'( Favorites {‘} <~ \-._f - _J @ E ﬁ 3

: Address |g.| htkps: [, stake.nj us DEP _sMIEMS Newlser v| &

ome | citizen | business | government | services A to Z | departments

; : njdep, .
ironmental protection 1 Tonline
njdep home | about dep | index by topic | programs/units | dep online

help

Identification
Ifyou don't have a DEP Uszer ID and Personal Identification Number (PIIN), you may register Create New User Profile
Guidance now. You will create a user profile to identify the regulatory programs within DEP with which you
Documents will transact business. Please have the regulatory program identifiers available. Please note, this
Air General Permits PIN is different than the RADIUS PIN used to certify An' Permits and Finission

" Statements.
I —— Facility ddwinistration Facithty Adwanistration

The NIDEP-Online system allows facilities to enable enhanced security and user administration at Request Formn
their recuest. This security function is enabled through the registration of a Facility Administrator.

Select atopic. .. W

Click the “Create New User Profile” link. The User Profile creation screen will be opened, and the
required information to create a User Profile can be entered. After entering the information, scroll
to the bottom of the screen and click the “Submit Request” button. A new page will be displayed to

notify that the User Profile was created successfully. With this User Profile a user can now login to
the E2 Reporting System

4.2 New Jersey E2-DWR Website Login

By using an Internet connection, and Internet Explorer version 6.0 or higher, an E2-DWR
laboratory or water system participant may log into the E2 Drinking Water Reporting (E2-DWR)
System website. After entering the eNJEMS website address (http://njdeponline.com), click the
“continue” button and the eNJEMS login page will be displayed. Enter your user ID and PIN and
click the “Login” button and the Submittal Selection page will be displayed as shown below.
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NJDEP Electronic Data Transfer Web Site

Access to these individual areas 1s granted through the User Profile Screen. There you can specify yvour facility ID,
select and add program areas to view, and also specify vour level of access to the facility.

Select the electronic submittal area that vou wish to access by selecting a radio button and clicking on the Contmue
button.

A Program:
® General Permits
L) FExcess Fmission Monitorimg Performnance Reports (EEMEPR)
) Permit/Certificate Renewals
Division of Water Quality:
) NJPDES Momtormg Reports (DMEs, WCRs, RTRs)
Risht to Enow and Pollution Prevention Program:
) Comrmumnity Right To Enow Smvey

O Release and Pollution Prevention Report and Pollution Prevention Plan Swinnmanry

Tnderground Storage Tank Program:

O Tank Closures

&) Ltial Tank Registrations

& Modification to Tank Registrations

L) Renewal of Tank Registrations
Water Supply Administration:
L) Drinking Water(eDWE) and N.J Quantitation Lunt{INJQL) Reporting

Tvate vWwe, e5Ng AC V1lA) Analynca eSS

Invoicing and Billing:

) Pay an Invoice

Continue

From the Submittal Selection page click the radio button for “Drinking Water (¢éDWR)...” and
click the continue button. After clicking “continue” you will be passed into the E2 Reporting
System, and the E2 Reporting System home page will be displayed. If this is the first time you
have entered the E2 Reporting System only the “My Account” menu will be available on the left
hand “Navigation Panel”.

After a user has correctly entered the user ID and password, they are brought to the DWR module
default page, which provides a brief description of the system, and highlights any announcements
created by the administrator.
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@ Help

a Home

Laboratory 2 # Welcome to the Electronic Environmental (E2) Reporting System

The E2 system allows laboratories to submit Safe Drinking Water Analysis Reports and New Jersey Quantitation
L] Create llew Reports Limit (NJQL) reports. The system will be expanded in the near future to allow Private Well Testing submissions as
[2]] Upload XML Reports well.
LA Retrieve Saved Reports Water Systems can use the E2 system to view Safe Drinking Water Analysis Reports submitted by laboratories as
43 View Submission well as submit the Annual Water Utilization Report.

|3, Reference Data

_ The Electrenic Environmental (E2) Reporting System is designed to allow the New Jersey Department of

% . . . . . - . .
My Account o Environmental Protection (NJDEFP) to accept electronic sul of envir tal toring and
operational data frem regulated entities.

8‘,- Basic Information

3] Manage PIN The E2 system is currently comprised of a Drinking Water Reporting (DWR) module and New Jersey
Guantitation Limit (NJOL) module. The system provides regulated entities with an alterative way to submit
data, using XML protocel, and allows NJDEP to electronically validate the data, acknowledge receipt, and
@ Associated Laboratory upload data to state’s central databases.

fép Associated Water System

contact dep | privacy notice | legal statement | accessibility statement @

Before proceeding, we will be taking a closer look at the layout of the application as a whole,
starting with the status bar.

@ Home (@ Help

The status bar is intended to provide quick access to the current module, user information, and
general system functions.

i
. Towards the left part of the status bar, the Home icon allows the user to
return to the DWR module default page.

Hel
. The user can access online help by clicking on this icon.

g¢e| Logout
J Once finished using the E2 Reporting System, the user may log out using
the logout icon.

To continue on with the layout of the application, the function bar is located in the frame to the left
of the main area of the screen. Each functional area is highlighted below.

Under Laboratory are the following topics:

] Create Hew Reports

The Create New Reports icon leads to the heart of the E2-DWR
System. Up to date reports can be viewed, printed, and downloaded here. Also, web forms
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that look very similar to the paper DWR can be used to enter and submit data. Much of this
document will focus on this functional area.

Upload XML Reports

By clicking on the Upload XML Reports icon, a user can select and
upload a DWR file in XML format that has been generated in compliance with the e-DWR
schema. Before submission, the files can be tested for completeness and compliance with
the e-DWR schema.

.7 Retrieve Saved Reports .. . .
o By clicking on the Retrieve Saved Reports icon, a user can make

changes to, or delete a saved report.

o ‘ 2] View Submission ‘ DWR files that have been submitted can be viewed and downloaded
by clicking on View Submission. Submissions can be viewed and searched by laboratory
and submission date.

i Reference Data

Laboratories can find information regarding water systems, including
details of the facility and information pertaining to the Safe Drinking Water reports
submitted by the facility by clicking on this icon. In addition, the method and parameter
reference data is provided

Under My Account are the following topics:

9'-,‘; Basic Information R . . Lo .
o The user’s account information can be seen by clicking on Basic

Information.

t) Manage PIN

The user can request a new PIN after clicking on this icon.

@ Associated Water System

Associated Water System functions include actions such as
viewing the water system that the user is associated with, the user’s role in reference to that
system, and specific water system, information such as address and E2 Reporting System
participation status.

@ Associated Laboratory

Associated Laboratory functions include actions such as viewing
the laboratories that the user is associated with, the user’s role in reference to that
laboratory, and specific laboratory information such as address and E2 Reporting System
participation status.
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4.3 My Account

The My Account section of the site provides three important links. The first is the ability for the
user to see their user information. The second function is the ability to manage the user’s PIN,
which allows the user to submit reports. The third function is the ability to view all of the
laboratories and water systems within the system, as well as, which laboratories and water systems

the user is associated with.

4.3.1 Basic Information

To see user information, select the Basic Information icon,
a link to the following page

9_,- Basic Information

This will provide

User ID: admin

First Hame: admin

Last Hame: enfoTech

Job Title: Super Admin

e-mail Address: maggie_hsuehienfotech.com
Account Status: Active

The information can be updated through the NJDEP Online User Profile.

4.3.2 Manage PIN

A user can request a new PIN by selecting the Manage PIN icon,

1) Manage PIH

enSolTech Revision Date: 3/20/2006
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* My Account > Manage PIN

Below you can request a new PIN.

To request a new PIN you must enter your four digit verification number {i.e. the last four digits of your Social
Security Number or the last 4 digits of your telephone number}. You will be required to enter the same 4 digits each
tiem you request a new PIN. If you forget your 4 digit verification number, you must contact the System
Administrator in order to receive a PIN. You must next agree to the centification statements provided and then click
on the "Request New PIN" hutton.

Your PIN confirmation will be emailed to your account’s email address.

Enter your 4 digit verification number:

(1 I agree to the terms and conditions in the agreement helow.

TERMS AND CONDITIONS AGREFEMENT
FOR REPORTING REGULATORY DATA
USING ELECTRONIC DATA INTERCHANGE TO THE NEW JERSEY
DEPARTMENT OF ENVIRONMENTAL PROTECTION USING THE E2
REPORTING SYSTEM

Thiz Terms and Condihions A sreement (“Asreement’™ 15 made by and between Mew Jersey ¥
< >

Request New PIN q

The user must enter their existing PIN and agree to the terms and conditions stipulated on the
screen. The new PIN will be sent to the user’s email address. If a user has lost their PIN they need
to contact the system administrator.

4.3.3 Associated Water System

In order to view Laboratory Reports submitted for a water system or to prepare and/or submit the
Annual Water Utilization Report a user must be associated with a water system. Information about
a particular water system, and the ability to associate with a water system can be found clicking on

f_if'p Associated Water System

The same can be found for a
f_if'p Associated Laboratory

the Associated Water System icon,

laboratory by clicking the Associated Laboratory icon,

For more information on how to view water systems, or to associate with a water system see
Section 4.3.4: Associated Laboratory. The procedure is the same for Water Systems and
Laboratories.
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4.3.4 Associated Laboratory

In order to view Laboratory Reports submitted for a water system or to prepare and/or submit
Laboratory Reports, a user must be associated with a laboratory. Information about a particular
laboratory, and the ability to associate with a laboratory can be found clicking on the Associated
@ Associated Laboratory

Laboratory icon,

This icon leads to a screen that provides basic information about a list of facilities that the user is
associated with.

e lily Account > Associated Laboratory

The area below will list any Laboratories which have been associated with your account. You may add additional
Laboratories or remove these from your account as needed. Your request for a new Laboratory association must be
approved by Laboratory Security Administrator or System Administrator before you can begin reporting.

| dd Laboratory ]

%‘3 ECWWR 12129 ACCUTEST LABORATORIES Certifier Active Dayton

%} MNICL 12129 ACCUTEST LARBORATORIES Certifier Artive Dayton

To obtain further information about a laboratory, click on the View report icon S . This will lead
to a screen called Laboratory Detail.
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Program EDWR.
Laboratory Certification Number 12129

Name ACCUTEST LABCORATCORIES
Status Ackive

User Role ADMINISTRATOR.
Address Type Location
Address 1 2235 RT 130
Address 2 BLDG E

City Dayton

State N}

Postal code 03310
Address Type Mailirg
Address 1 2235 RT 130
Address 2 BLDG B

City Daykon

State M1

Postal code 0aain

To remove association with a particular laboratory, the user can select the Disassociate button,
prompting the following window.

Microsoft Internet Explorer P§|

P | Are you sure yvou wank to disassociate this Laboratory? Click OF bo disassoriate this Laboratory, or click Cancel to
\-—'/ cancel the request,

[ Ok H Cancel ]

To add association to a particular laboratory select the Add Laboratory button from the first
Associated Laboratory page.
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o My Account = Associated Laboratory

The area below will list any Laboratories which have been associated with your account. You may add additional
Laboratories or remove these from your account as needed. Your request for a new Laboratory association must be
approved by Laboratory Security Administrator or System Administrator before you can begin reporting.

= Add Laboratory a

% EDWR 12129 ACCUTEST LABORATORIES Certifier Active Dayton

% MIQL 12129 ACCUTEST LABORATORIES Certifier Artive Dayton

This will bring the user to a laboratory search screen.

s My Account > Associated Laboratory > Search Laboratory

Below you may locate existing Laboratories by partial Name and/or Certification Number. Once you have located
your desired Laboratory, please check the check box next to the Laboratory and choose the appropriate role. When
you are finished, click the "Add Laboratory™ button.

Associated Laboratory - Search Laboratory

Search Laboratory

= 2 Search Panel

Laboratory Name:

Lab Certification Number: @

Enter the search criteria and press the Go button. Search results will be displayed below the search
panel. To add a laboratory make the appropriate selection in the search results list by clicking on
the empty box to the desired laboratory, and selecting the role in which the user will play within
the selected laboratory (Administrator, Certifier, or Preparer) then click the “Add Laboratory”
button. These roles are defined as follows:

¢ Administrator:
o Allowed to download, prepare, upload, review, and certify the accuracy of electronic
reports.
o Allowed to submit electronic reports to the state agency.
o If'the user’s account is associated with a laboratory the user will have the following
additional privilege:
= Allowed to approve or deny requests from others requesting to be associated
with the laboratory.
o If'the user’s account is associated with a water system the user will have the following
additional privileges:
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= Allowed to approve or deny requests from others requesting to be associated
with the water system.

= Allowed to view laboratory reports submitted on behalf of the water system.

= Allowed to manage which laboratories may submit electronic Drinking Water
Reports on the behalf of the water system.

e Certifier:
o Allowed to download, prepare, upload, review, and certify the accuracy of electronic
reports.

o Allowed to submit electronic reports to the state agency.

o Ifthe user’s account is associated with a water system the user will be allowed to view
laboratory reports submitted on behalf of the water system.

e Preparer:

o Allowed to download and prepare electronic reports.

o Allowed to view electronic reports and past submissions, but not certify or upload any
submissions.

o Ifthe user’s account is associated with a water system the user will be allowed to view
laboratory reports submitted on behalf of the water system.

s My Account > Associated Laboratory > Search Laboratory

Below you may locate existing Laboratories by partial Name and/or Certification Number. Once you have located
your desired Laboratory, please check the check box next to the Laboratory and choose the appropriate role. When
you are finished, click the "Add Laboratory™ button.

Associated Laboratory - Search Laboratory

Search Laboratory

= _E, Search Panel

Laboratory Name:

Lab Certification Number: @

(—ndd Lahuraturyi

i Preparer b EDWR. 14014 WELL QUALIFIED Lake Hopatcong

Before the association is made, it must be approved by an administrator.
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5 Reporting

Once a user has been associated with a laboratory, the user has the option to view a blank form
(template), download a template file (XML or Excel), or fill out an online form (Online webpage
entry or Copy/Paste from Excel). These options are available for all report types: Safe Drinking
Water, NJQL and PWTA reports.

To perform any reporting task, first click on the Create New Reports icon in the functional area to
the left, this will lead to the following screen:

@ Help

= Laboratory > Create Hew Reports

Laboratory *

If you wish to submit a report online, under the online entry form column select either "Entry™ to input the information manually onto
Create llew Reports an online form, or select "Copy/Paste™to copy and paste the information from an Excel file.

Upload XML Reports You can also download the report template in either XML or Excel format. By clicking on the "View™ icon you can view a blank DWR

7] Retrieve Saved Reports HCLTRE

2] View Submission

Hete: This page will open popup window. if you have a popup blecker please disable it.
;}, Reference Data

_ Safe Drinking Water Reports for: ‘ ACCUTEST LABORATORIES V|

My Account £ I —— Iiii = i ,,.i i i iﬁ _I_ i, ii]i |I ‘i —
3,{ Basic Information Generic Chemical T allows laboratories to submit samples | results For many < > . e,
= Analysis different analytes and analytical methods, Een il @ Excel @ Bty @CopyIPaste
2) Manage PIN
2 B Generic Coliform 1t allowws laborataries to submit samples | results For many __ ’ pe
I@ A ted Water Syst Analysi: different analytes and analytical methods, 9 bl AML @ Excel @ Entry 6@;’”%5&

fép Associated Laboratory

NIQL Report for: I ACCUTEST LABORATORIES V|

NIOL Mew Jersey Quantitation Limit Form, Used for

reporting Method Detection Limit data = s HIML @ Excel é Entry éconPaSte

PWTA report for: ACCUTEST LABORATORIES v |

Private Well Testing Allows Laborataries to submit private well testing results using a prepopulated analyte < > . o -
Report list far the counky [ municipality in which the well resides. Hiew E‘ 20 @ Entry

There are three possible programs that the user can be associated with for each laboratory. These
programs are : Safe Drinking Water Reports, NJQL Reports, and PWTA. If a user is associated
with all three programs this screen is partitioned into three sections. To obtain a particular report
the user must first go the section of the page pertaining to the desired program (Safe Drinking
Water, NJQL or PWTA) reports, and then select a laboratory using the drop-down associated with
the appropriate report type. The balance of this section pertains to Safe Drinking Water reports.
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5.1

Creating New Safe Drinking Water Reports

The E2 Reporting System offers laboratories two different forms for Safe Drinking Water Reports;
the Generic Chemical Analysis Form and the Generic Coliform Analysis Form. The Generic
Chemical Analysis Form can be used in place of the following Paper Report Forms:

WSE-014; DWR-BSDW-: Asbestos

BSDW-28: HAAS

DS-192 BSDW-05 : Inorganic

DWR-085 DWR-BSDW-06: Iron and Manganese

WTP-301 WSE-BSDW-12: Lead

WTP-302 WSE-BSDW-12: Copper

WSE 009 WSE-BSDW-14: Nitrate

new: Radiological

DWR-193 BSDW-05: Secondary

DWR-191 DWR-BSDW-04: Pesticides, Herbicides and Other Organics
BSDW-27: Total Trihalomethanes (THM)

DWR-085 DWR-BSDW-02-A: Volatile Organic Compound 524.2
DWR-085 DWR-BSDW-02-A: Volatile Organic Compound 502.2
WTP-303: Water Quality

The Generic Coliform Analysis Form can be used to submit individual coliform samples and
results, in place of the following Paper Report Forms:

(Note:

DWR-201 DWR-BSDW-08: Coliform (monthly)
DWR-201 DWR-BSDW-09: Coliform (repeat samples)
DWR-203 DWR-BSDW-10: Coliform (quarterly)

The Bureau of Safe Drinking Water has not made all forms available for electronic

submission.)

The E2 Reporting System offers a laboratory with four options for submitting Safe Drinking Water
Reports electronically:

Manual Online Entry: You can prepare and submit an electronic report by data entering
sample / result information into an online entry form on the E2 Reporting System.

Copy & Paste Entry: You can prepare data offline in a predefined spreadsheet format and
copy the data and paste into an entry form on the E2 Reporting System.

XML File Upload: You can prepare data offline in a predefined XML Schema format and
upload the XML file to the E2 Reporting System.

Microsoft Excel XML File Generation: You can use the Microsoft Excel Template file
provided by the E2 Reporting System to prepare data offline. The Microsoft Excel
Template file contains a macro which will generate an XML File for you, which can be
uploaded to the E2 Reporting System.
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5.1.1 Viewing a Blank Safe Drinking Water Report Template
Before a DWR file is generated, a user may wish to preview or print the report format for the

-,

DWR. To preview or print a DWR, click on the View icon > "B | for the corresponding form

type.

This will bring up the following pop-up browser that displays the Paper DWR.

*NOTE: Adobe Acrobat is required to view the form.

MNew Jersey Department of Environmental Protection
Electronic Environmental (E2) Reporting System
Safe Drinking Water Microbiological Analysis Report
N Thic fe it peesents dota that has bisn subimited clectrenically hiaugh e £2 Repoiting Syebam e ) )
Laboratory: thi: Mew Jessty Dupartmint of Exvirsnmental Protectinn. This report doss net ingkise: aiy Suibmission 10
- r detimnindions of complance Jercisng peitaining 6 thi subimission of this 4002 Vai iy B .
B eletmnizally save of pIOT & copy of ThiE (0T 10 FEL3In ROF yOuT PEconds 1
Heplace- N = o= Sample
Lab Sargie Numioer m PVS Hame mment "";”:L’::";':‘" “"'“"]'EP‘“ ance | Collection 5‘1’.""’" Loeation I;:: ;“’mg‘! Criginal Lsib Samgle Murnbe s'm:;'“
Indicatir Sarple | Date § Time] "5 | code
Anapss | Anayss | Deea T e Lab il B
Analyte Code / Context Anakts Name Stavt Date /| Completion | Guaity / Mathod Cade | = Precance T Lot
Time Date [ Time | Reazon crrvT= Incicator ype
LormiTiEs: | cirtihy Lt sty o Law thi Uk i orvand arel all @i rasli msrd prigsaced ook prp o wehias 1 dgpacaibes i astisdance mith & upilinr didgral 15 ridoe
il mfved asionaal progainty gathnad and el S arforriibon ssbentiecd Badad on my ingury of e plricn of pirienl who manegs e g, o o
s dheetly risgoniili for galhiring tha | nlsimation, 1 infarmation isbenlied i, 15 thio best of ery kol and baled, s, accunsts, asd sanpiets. | s awan
124l Haca s gl an? i les for soderilleg Nabs rfonradon, kel rg U praao®y of brss arad vgerirrnd For buving bross vk of -+ shdnare
Cartified by: Phuone & Subrnithed O

The window displays the DWR in a format that is very similar to the electronic form. The form at
this point is considered a template, since the actual or measured values for sample and result data

are not shown. To print this template, click the printer icon, l%, in the top left section of the
screen.

5.1.2 Downloading the Template XML

In the previous section, the template, or blank DWR form was viewed using the View Form
window. To download this template file, return to the Create New Reports screen by clicking on

_] Create Hew Reports

the Create New Reports icon in the functional area to the left
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To download an XML template of the DWR file, click on the Download XML icon,

the corresponding report. This will begin a series of message boxes.

File Download x|

Do you want to open or zave this file?

E Marne: L&E_GC,xml
xml Type: ¥ML Document, 4.54 KB

From: njdep.enfotech.net

Open ] [ Save ] I Cancel

Yhile files from the Internet can be useful, some files can potentially
harrmn pour computer. [F pou do nat trust the source, do not open or
zave thiz file. What's the gk ?

BML

for

To open the file in a new window without saving, click Open. Alternately, click Cancel if you do

not wish to save or open the file.

However, if you wish to download the template DWR XML file, click Save, at which point the

user will be prompted to respond with the location they wish to save the file in.

Save in: |@ De:

D

ty Recent
Documents

r

Degklop

9

ty Documents

5

by Cormputer

-

by M etk

File name: L4B_GC

Save as lype:

Save ]

| #ML Document

Cancel ]
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Navigate to the directory where you wish to save the file. Once you have selected a file location
and name, click Save.

The next few sections explain how DWR module of the E2 Reporting System can generate the
submission file for you.

In order to understand any type of message, common definitions and rules must be adopted and
enforced, which is where the XML Schema specific to Drinking Water reporting, the e-DWR
schema, comes into play. The e-DWR Schema is a definitive list of data elements created by a
cross-section of stakeholders, including State Environmental Agencies, Laboratory
Representatives, and USEPA. This schema serves as a national standard for Laboratory-to-State
submission of analytical results. New Jersey has extended the e-DWR Schema v2.0 to allow for
DWR, NJQL, and PWTA report formats.

Clicking on the XML icon, T allows you to take a peek behind the scenes at the data being
displayed. For a detailed discussion about XML please refer to the NJDEP E2RS XML
Transmission Protocol document.

5.1.3 Downloading the Excel Template

If the user instead wishes to download the template file as an Excel file, return to the Create New
Reports screen by clicking on the Create New Reports icon in the functional area to the left,

_] Create Hew Reports

@ Exiel

To download an Excel template of the DWR file, click on the Download Excel icon, for

the corresponding report.

This will begin a series of message boxes.

x)

File Download

Do you want to open or save this file?

@ j Marme: LAB_GC,xls
Hl Type: Microsoft Excel Worksheet

Fram: njdep.enfatech.net

Open ] [ Save ] I Cancel

harm your computer. If you do nat trust the source, do not open or

@ YWhile files from the Intemnet can be uzeful, some files can patentially
zave this file. What's the risk?

enSolTech Revision Date: 3/20/2006 Page 25 of 50



New Jersey DEP E2 Reporting System DWR User’s Guide

To open the file in a new window without saving, click Open. Alternately, click Cancel if you do
not wish to save or open the file.

However, if you wish to download the template DWR Excel file, click Save, at which point the
user will be prompted to respond with the location they wish to save the file in.

Save As E
Save in: |@ Desktop v| ) F 2 -

E

iy Recent
Documents

i

Desklop

|

G

by Documents

@

tdy Computer

File narme: |_,.-L-, w | I Save ]

by Netwark, Save as lwpe: | Microzaft Excel Waork sheet w | l Cancel ]

Navigate to the directory where you wish to save the file. Once you have selected a file location
and name, click Save

5.1.3.1 MS Excel File Generation

After downloading the template Excel file the user can populate the file with data and use a built in
macro to generate and XML file to be used for submission. When opening the Excel file you will
be notified that the file contains macros. Click the “Enable Macros” button to continue.

Security Warning @

“Z1\Documents and Settingsicerrab\DeskiopilAE_GC. xls" contains macros,

Macros may contain viruses, It is usually safe to disable macros, but if the
mactos are legitimate, waou might lose some Funckionality.

| Disable Macros ]Q Enable Macros D More Info ]

The file will now be opened and you can begin entering data. When you have completed the data
entry, click the “Generate XML” button located near cell M3.
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a | e [ e T o | E [ F G [H[1[a] v [ v [ m | wm [ o [ F
LNEW Jersey Department of Emvironmental Protection
iBureau of Safe Drinking Water
L3 Generic Chemical Analysis Spreadsheet -
| 4 |Wersion 045 Generate XML ’
& |Last Updated Clctober 14, 2005
E
T Laboratory Certification Mumber®: il
¥ Certifier Mame";
[l 9 Telephone Mumber™| I
B

NOTE: Beqin entering samples in row 15
12 |- Indicates Required Field

mo13 Sample Information
Lab Ciriginal
Sl ater Sample Sample FbiCu Feceipt Lab Street

n Lab Sample Fieplacement F acility Sample | Compliance | Caollection Collection Location Date Sample Address Analyte
M 14 Mumber” P'wS 10 Mumber® Indicator | State Code” [ PointID” | Sample?” Date” Tim Sample Type® Type Sample Mumber Location Ciode”

15

18

3

The excel file will first be checked to verify that all required fields were entered. If they are not a
message window will be displayed notifying you of the fields that have not been filled out. Once
all required fields have been entered, click the “Generate XML” button again. You will be asked if
you are ready to proceed.

Generate XML |§|

? 2
1.,.{/ Are vou ready to proceeds

Click the “Yes” button. Next, you will be asked where you want to save the generated file.
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Save Output As E]
Save in: E:u v|@- 3@ X i B~ Tooks -
i u:'iMy Documents
" ;3 -j My Computer
My Recent WMy Mebwork Places

Documents @ESAR
e (L Excel to EML

fl— [C3IM Users quide

Deskkop [CIMIDEP #ML kest Files
(L) O,
CIRCRA_W1.0rG
@Scripts

My Documents .D.QDE_SampIe.me
(5 Microsoft Office

51}3 g shorkcut ko Wwork

My Computer

File name: |L.0.B_GC_2DDS-12-15.me A | [ Save ]
My Metwork, =

Places Save as bype: |><ML Files (*,5ml) v | Cancel

Navigate to the directory where you wish to save the file. Once you have selected a file location
and name, click the “Save” button. After the file has been generated, a message window will be
displayed to notify you that the process finished. Click the “OK” button. Now, this file can be
uploaded by following the instructions in the XML File Upload section (Section 5.2).

5.1.4 Using the Web Form to Generate the DWR Submission File

Thus far we have focused on the template XML file. However, many facilities may wish to fill out
a form very similar to the paper DWR. Using the E2-DWR System, the facility can fill out a web
form online to meet this reporting need. Once the web form is filled out, it can be used to generate
the submission DWR file populated with the reported data.

5.1.4.1 Manual Entry
To begin, return to the Create New Reports screen, by clicking on the Create New Reports icon
_] Create Hew Reports

in the functional area to the left. The user has two options for online entry,
to fill out a form online or to copy and paste information into an online template form.

To fill out an online form manually click on the Entry icon @Enw under the Online Entry header.
This will bring up the following pop up window.
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Microsoft Internet Explorer

P | The system wil automatically create and save a new report For this laboratary,
\--"\/’ Click. OF ko create a new report, or click Cancel to cancel the request.,

[ Ok, ][ Cancel ]

To proceed, click OK. This opens the report form for the user to begin adding information.

ﬁ' Generic Coliform Analysis Laboratory Report Form

Laboratory Mame: ACCUTEST LABORATORIES
Laboratory Certification Number: 12129

Report Form ID: 37

[Exit] [ Save ] [ Submit to DEP

’ Add Record l [ Delete Selected Record(s) ]

Sample Information

Delete Edit |Record |Lab Sample | PWS ID Replacement | Water Facility | Sample | Compliance Ciﬁ:::::sn Ciﬂ:::::sn sample T
Record | Record ID Number Number Indicator State Code Point ID | Sample? P ¥l
Drate Time
GENERAL REPORT COMMENTS ANMD EXPLAMATION:
< >

To add a record click the Add Record button, [ Add Record

all of the record information can be filled in.

. This opens another page in which
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Laboratory Report: Generic Chemical Analysis

ﬁ‘ Generic Chemical Analysis Laboratory Report Form

Laboratory MName: ACCUTEST LABORATORIES
Laboratory Certification Number: 12129

Report Form 1ID: 8

[ Cancel ] [ Validate ] [ Validate and Save

Record ID =HEW=

Lab Sample Number*

PWS5 ID Number*

Replacement Indicator Select
Water Facility S5tate Code®*

Sample Point ID*

Compliance Sample?* Select v
Sample Collection Date® _:ﬂ
Sample Collection Time - Select One v

At any point during the data entry the user can click the Validate button to check that the
information added to the form abides by the XML schema. Once the user has completed adding the
data, they must click the Validate and Save button. This checks that the data is valid, and saves the
record to the report.

Once the user has completed filling out the form, click the Submit to e-DWR button,
Submit to DEP

. It should be noted that at any time the user may save the values that have

been entered for this DWR and return at a later time, by clicking the Save button, .

5.1.4.2 Copy and Paste

In many cases, a facility may store its daily DWR data electronically in a common spreadsheet
software application, such as Microsoft Excel. To blend the simplicity of the web form with the
commonly used spreadsheet format, there is a copy and paste feature available on the Safe
Drinking Water and NJQL reports web forms. To use this feature, return to the Create New

. . _] Create Hew Reports |
Reports screen by clicking on the Create New Reports icon in the

functional area to the left. Then, click the Copy/Paste icon, & copylpaste This will open the
following page
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Laboratory Report: Generic Coliform Analysis

ﬁ" Generic Coliform Analysis Laboratory Report Form

Laboratory Mame: ACCUTEST LABORATORIES
Laboratory Certification Number: 12129

[E}{itl [Validntel [ Submit to DEP ]

Paste data from spreadsheet below: [ Clear Content Below ]

GENERAL REPORT COMMENTS AND EXPLANATION:

Copying and pasting data allows for standardization of data, reducing the degree of error that may
occur by retyping the data. The parameters at the top of locally saved spreadsheet must be in the
same order as those on the DWR web form. Once the data is copied into the window, the user must
enter the authorized agent’s title name and telephone number, as well as, any comments, if any.

At any point during the data entry the user can click the Validate button to check that the
information added to the form abides by the XML schema. Once the user has completed filling out
[ Submit to DEP

the form, click the Submit to e-DWR button,
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5.2 Submitting e-DWR Files

In addition to submitting an e-DWR in the online entry section of the Create New Reports menu,
the user can also upload an XML report. This is accomplished by clicking on the Upload XML

Upload XML Reports

Reports icon

* Laboratory > Upload XML Reports

You can upload a DWR report in XML format from this page. Click on the browse butten to locate the file on your computer. You can
validate the file before uploading it to the system by clicking the "Test File” button. If the file is successfully validated enter your PIN,
check the "1 Certify" checkbox and click the "Submit” button to upload the file to the system.

Select File
TestFile Test File

Enter PIH

e © o0 ©

Certify Your . .
Submission || certify under penalty of law that this document and all

attachments were prepared under my direction or
supervision in accordance with a system designed to
assure that qualified personnel properly gathered and
evaluated the information submitted. Based on my

inquiry of the person or persons who manage the

system, or those persons directly responsible for

gathering the information, the information submitted is,

to the best of my knowledge and belief, true, accurate,

and complete. | am aware that there are significant
penalties for submitting false information, including the ~

[ 1CERTIFY

@ SsubmitFile

To select a file, click on the Browse. .. button.

@ selectrie
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This will bring up the Choose File message box. Browse through the local file directory, and select
the file to be uploaded.

Choose file @

Loak jn: |@' Desklop j £ E-

é LAB_GC

ky Recent
Documents

r

Desktop

s,

hy Documents

8

£ 3

ty Computer
o | :
My Metwork, File name: | j Open |
Flaces
Files of type: |,-’.\|I Files [*¥) j Cancel

Note that the file selected must be a valid XML file. If the file does not have an .xml extension, an
error will occur. Also, the file must generate as an e-DWR schema instance document, and must
comply with the naming of the data elements, order of the data elements, and data element type
definitions. If the e-DWR schema specifies a date value, it must be in a data element value. If a
string is present, an error will occur.

Before submitting the e-DWR XML file, you may test if the file is well formed and validate it
against the e-DWR schema. This can be accomplished by clicking the Test File button.

€ Testfile Test File

A message box will appear to confirm that the file will be tested at the E2 Server.

Microsoft Internet Explorer

» | This will upload file to server and kest your File,
\-f/ Are you sure?

[ oo i [ Cancel

Click OK to continue.
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If the file is invalid, the specific validation errors will appear above the Select File row. The most
common errors are listed below.

(1) The file is not in XML format, for example, the submission file is in word format:

6 Invalid file type, please select a =ml or zipped xml file.
@ SclectFile
@ Testfie

(2) The file did not pass validation:

9 Data was validated and errors were found! Click here to view a detailed error message.
@ sSelectfile
Test Fil .
0 estine Test File

Click the “here” button to view the error message

Line: 37; Column: 37; Message: cvc-enumeration-valid: Value " is not facetwvalid with respect to enumeration T¥, N]". It
must be a value from the enumeration.

Line: 37; Column: 37; Message: cvc-type.3.1.3: The value " of element ‘EN:ComplianceSamplelndicator’ is not valid.
Line: 40; Column: 37; Message: cvc-datatypewvalid.1.2.1: " is not a valid value for "dateTime".

Line: 40; Column: 37; Message: cvc-type.3.1.3: The value " of element ‘EN:SampleCollectionStartDate’ is not valid.
Line: 41; Column: 37; Message: cvc-datatypewvalid.1.2.1: " is not a valid value for time’.

Line: 41; Column: 37; Message: cvc-type.3.1.3: The value " of element 'EN:SampleCollectionStartTime' is not valid.
Line: 42; Column: 39; Message: cvc-datatypewvalid.1.2.1: " is not a valid value for "dateTime".

Line: 42; Column: 39; Message: cvc-type.3.1.3: The value " of element 'EN:SampleLaboratoryReceiptDate’ is not valid.
Line: 60; Column: 28; Message: cvc-datatypewvalid.1.2.1: " is not a valid value for "dateTime".

Line: 60; Column: 28; Message: cvc-type.3.1.3: The value " of element 'EN:AnalysisEndDate’ is not valid.

Line: 81; Column: 40; Message: cvc-datatypewvalid.1.2.1: " is not a valid value for "dateTime".

Line: 81; Column: 40; Message: cvc-type.3.1.3: The value " of element ‘EN:ResultStateNotificationDate’ is not valid.
Line: 100; Column: 27; Message: cvc-datatype-valid.1.2.1: " is not a valid value for "dateTime".

Line: 100; Column: 27; Messaqge: cvc-type.3.1.3: The value " of element "EN:CertificationDate’ is not valid.

Once a valid XML file has been selected the user must enter their PIN and certify their submission.
Then to submit the file, click the Submit button.

5.3 Editing or Deleting an Open Report

As stated above in the sections on creating new reports, the user has the option of saving their
work at any time during the creation process. To continue work on an open report, click on the
.7 Retrieve Saved Reports

Retrieve Saved Reports icon, located in the functional area to the left.
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* Laboratory = Retrieve Saved Reports

Hote: This page will open popup window. if vou have a popup blocker please disable it.

Laboratory: |ACCUTEST LABORATORIES V|

To retrieve a saved report first select the laboratory from the drop down menu. Then, to edit an existing report click on the "Edit™
icon. To delete a report click the "Delete” checkbox and then click the "Update™ button.

g

07120/2005 14:49:32

® ®

07§20§2005 13:51:09
072002005 1340042
072042005 11:35:53
072042005 11:26:50
07J19)2005 16:54:49
07§05/2005 18:31:09

0E/28/2005 00:19:21

5 8 6

06272005 11:43:58

adrnin enfoTech

admin enfoTech Generic Coliform Analysis
admin enfoTech Generic Coliform Analysis
adriin enfaTech Generic Chemical Analysis

admin enfoTech

admin enfoTech Generic Chemical Analysis
admin enfoTech Generic Chemical Analysis
system Generic Chemical Analysis
system Generic Chemical Analysis

15

10

9

o

5.3.1 Editing an Open Report
To edit a report select a laboratog from the drop down menu, then find the desired report. To edit

the report click on the Edit icon

. This will open the report. To make changes follow the steps

for creating a report in section 5.1.

5.3.2 Deleting an Open Report

L
W

A report can be deleted by checking the delete check box next to the appropriate report,

Then click the Update button, E This will prompt the following message box

Microsoft Internet Explorer, @

=

Delete the selected reportis)?

Click. Ok ko continue, or click Cancel to cancel the request,

[ Ok, H Cancel ]

To delete the report, click OK.
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5.4 Viewing Submissions
After a file has been submitted to the E2-DWR Server, it is accessible for viewing at any time. To
2 View Submission | .
in the left

view a DWR submission, click on the View Submission icon,
functional area. This will open the following screen.

s Laboratory = View Submission

You can locate lab submissions by using the laboratory, submission status and/or submitted date search criteria. After clicking the
"Go" button, any submissions matching the search criteria will be displayed in a table below. You can click on the "Edit” icon to revise
any rejected submissions. You can also download the submission as an XML document, or view the chain of custody.

View Lab Submissions \ View Lab Repurts\{' View Lab Samples\

Yiew Laboratory Submissions

= _f}& Search Panel

Lab Name: |ACCUTEST LABORATORIES V|

Submission Status:
Program: EDWR v _
Submitted between: |06/20/2005 ] and |07/20/2005 i @

Status: @Processe(l % Rejected @R&ceiveil <_#Resubmitted

& [Fam <2 D6f24/2005 18:02:22  (®h 06/24/2005 18:03:05  admin enfoTech

To find a particular submission select the Lab from the drop down menu. The user can also search
based on the submission status, program (EDWR, NJQL, or PWTA), and submission date. One of
the search criteria is Submission Status, these statuses are described below:

e Received: A submission with “Received” status has been received by the E2 Reporting
System, but has not yet been validated.

¢ Rejected: A submission with “Rejected” status has been received by the E2 Reporting
System, and was validated. However, errors where detected when validating the
submission.

e Processed: A submission with “Processed” status has been received by the E2
Reporting System, and was validated with no errors detected. Only sample / results
contained within “Processed” submissions will be moved into SDWIS/State.

¢ Resubmitted: A submission with “Resubmitted” status was originally rejected by the
E2 Reporting System, but a new submission was made to correct the errors.
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5.4.1 Edit Rejected Submissions

From this page, ﬁsubmissions that were given the Rejected status & can be edited by clicking

on the Edit icon @

5.4.2 Download XML file
This page also allows the user to download the XML submission file by clicking on the XML icon

BML

This will bring up the following message box.

File Download X

Do you want to open or save thiz file?

[@. Mame: submission_1.zip
Type: Compressed (zipped) Folder, 1.63 KB

Fram: njdep.enfotech.net

[ Open ] [ Save ] I Cancel

harm your computer. [F you do not brust the zource, do not open or

@ While filez from the Intermet can be useful, some filez can potentially
zave thiz file. What's the risk?

To open the file in a new window without saving, click Open. Alternately, click Cancel if you do
not wish to save or open the file.

However, if you wish to download the XML submission file, click Save, at which point the user
will be prompted to respond with the location they wish to save the file in.

54.3 Chain of Custody
The Chain of Custody can be obtained for the submission by clicking on the Chain of Custody

icon
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* Laboratory = View Submission = Chain of Custody

Information on the Chain of Custody for a laboratory submission J

View Lab Submissions \ View Lab Repnrts\': View Lab Samples\

View Lab Submission - Chain of Custody

Certifier's name: admin enfoTech

Certifier's TCPAP address: 172.48.131.89

Date and time the file was selected: Not available {Base on atomic server time)

Date and time the file was sent; 06242005 18:02:22 {Base on atomic server time)
Date and time the file was received:; 06242005 18:02:22 {Base on atomic server time)

Date and time acknowledgement was sent: 062472005 18:02:22 (Base on atomic server time)

Submission Id: 1
) A checksum validation performed now which demonstrates that the current file on
CRC Check: . il . . _—
record with the server is identical to the original submission.
544 Viewing Reports within a Submission

To view the reports within a submission, click the “View Lab Reports™ tab at the top right of the
page.

¢ Laboratory = View Report

To view a specific report within a submission choose the report type from the drop down menu and click the "Go™ button. To J

download the report click the "View" icon.
/ View Lab Reports

/' View Lab Submissions Yiew Lab SamnIES\

View Submitted Laboratory Reports

- _;o Search Panel

Lab Name: ACCUTEST LABCORATORIES ¥
Submission Status: | All w | Report Type: | All hd B
Submitted between: |06,20/2005 2] and |07/20/2005 g @

Status: @Processe{l 5 Rejected (Z;Received <sResubmitted

e L e I [ I I

@ 1 z 0e)24/2005 15:03:08 :.g,. 0ef24/2008 15:03:09 Generic Chemical Analysis admin enfoTech
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To find a particular report select the Lab from the drop down menu. The user can also search based
on the submission status, report type, and submission date. To view the report, click the View icon

O This prompts the user to download a zip file containing the report.

File Download X

Do you want to open or save this file?

[%l_ Mame: repart_z.zip
Type: Compressed (zipped) Folder

From: njdep.enfokech.net

[ Open ][ Save ]l Cancel |

Whilz filez from the Internet can be useful, zome files can potentially
harm vour computer. If you do not trust the source, do not open or
save this file, What's the risk?

To open the file in a new window without saving, click Open. Alternately, click Cancel if you do
not wish to save or open the file.

However, if you wish to download the Report file, click Save, at which point the user will be
prompted to respond with the location they wish to save the file in.

5.4.5 Viewing Samples within a Report

To view the samples within a submission, click the “View Lab Samples” tab at the top right of
the page.
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» Laboratory = View Sample

To view a specific sample within a report you can search by either the PWS ID or the Lab Sample ID, then click the "Go™ button. To view
the sample data click the"View Data™ icon.

/ View Lab Suhmissinnsx' View Lab Reports{/ \iew Lab Samples

View Samples

= |2 Search Panel

Lab Name: ' ACCUTEST LABORATORIES v | PWSID: | |

SDWIS/State Status: Lab Sample ID: | |
Submitted between: 06,/20/2005 ;ﬁ and |07/20/2005 E @

SDWIS/State Status: @ Unavailable @: Pending @ Accepted (Zg Rejected

43134V134  MNIISZ5001 1040 1 2 06/24/2005 18:03:05 @ 08/24/2005 18:03:05

To find a particular sample select the Lab from the drop down menu. The user can also search
based on the SDWIS/State status, PWIS ID, Lab Sample ID, and submission date. To view the

data, click the View icon This will open a window containing a PDF displaying the sample
data.
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New Jersey Department of Environmental Protection
Electronic Environmental (E2) Reporting System
Safe Drinking Water Microbiclogical Analysis Report
N This report peesents data that has been sshmithed elecirenically thiough the £2 Reporting Sysbem te n )
Labaratory: thi Bewr Jeesey Degartment of Ervirenmental Protection. This reaort does net inchade any ELiss Tl
" c determinations of complince deckizng pertaining to the subidssion of this data. You iy Beport 10:
e eletonizally save of prink @ copy of This repait to retain for your recaids, Lo
Heplace- q = Compl- [ Sample Hepsat
Lah Sarie Numiber r:""""’ 29 PANS Name rment "";’:;Fc";'” "’“"]‘;p‘m ance | Collection 5;""" Location é:; 55*“:5 Criginal Lsb Sample unbe s'm“""’
urmbes Indicator = Sarple |Dste § Time] 5 | codde i =
Analysis Analysis Luata A . Lot Microbe Teast
Analyte Code / Cordext Analts Mama Stavt Date J| Completion | Quaiity / n " pe e Presance T Lot
Timne Diade / Time | Reasan Inclicator yPe
Camiments: 1 cartity Urebis pasilty of lrw st b cistursant arcl all altia® foasin mird pripusedssdir fry i etios of ipanilas i ascondande mith @ Epilen diskgred 1o s
Bl quaified pasionsal propsrty pathnad and awdleiied e nformeabon sebenties] Based on my inquiry of B parson or persens wits manags tha spatere, ot
priasi choiecthy rasigoresbs for pathiring th | nformaation, e information idbrutied i, 15 L et of ey Kieslick ined babed, brus, ccunsts, ssd conpiits. | i e
12l s i sttt For dubsviltng Mo dfcarsalion, inchadivg U prssiiskty of biss red imgrvicrrrnt For hinving hresatickps of ki,
Certified byt Phene #: Sulrnitted On:

5.5 Reference Data

The user can obtain a listing of what water facilities are associated with a particular water system,
as well as, the status of the facilities and system, by clicking the Reference Data icon,
j‘ Reference Data

in the functional area to the left. From this screen the user can also obtain
information regarding the SDWIS Method as well as related parameters, by clicking on the
appropriate tabs located in the upper section of the screen
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* Laboratory > Reference Data > Water System

You search for Water System information by specifying your search criteria, then click the "Go™ button. After clicking the "Go™ button, any
submissions matching the search criteria will be displayed in a table below. Click on the "Details” icon form more information on a
particular water system.

; Water System \’ SDWIS Methudxr Parameter\

View Water Systems

=l |2 Search Panel

PWS ID: | |

Water System Name: |

County: All County v | Status: @

5.5.1 Water System Information
To find information regarding a water system first enter the appropriate search criteria.

* Laboratory > Reference Data = Water System

You search for Water System information by specifying your search criteria, then click the "Go™ button. After clicking the "Go™ button, any
submissions matching the search criteria will he displayed in a table below. Click on the "Details" icon form more information on a
particular water system.

, Water System \“ SDWIS Method\r Parameter\

View Water Systems

=l 3, Search Panel

PWS ID: | |

Water System Name: |

County: All County v | Status: @

@ MI1906312 M1 STATE PARKS SERWICE-MORTHER. Sussex Ackive

To download the data for each system returned by the search click the Download Data button

= “ This will begin a series of message boxes.
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File Download x|

Do you want to open or zave this hle?

@ Mame: WS_REF_DATA,xml
xml Type: #ML Document

From: njdep.enfotech.net

Open ][ Save ]| Cancel |

harm your computer. |f you do not buzst the zource, do not open ar

@ Wwhile filez from the Internet can be uzeful, zome files can potentially
zave thig file. What's the rigk?

To open the file in a new window without saving, click Open. Alternately, click Cancel if you do
not wish to save or open the file.

However, if you wish to download the water systems’ XML data file, click Save, at which point
the user will be prompted to respond with the location they wish to save the file in.

Save in; |@ Deskiop v O * e ,

D

ky Recent
Documents

=
[
Dezktop

9

ky D ocuments

o

My Computer

- File name: [15 FiEF DATA v [ _save |
My Mebwork | Save as tppe: |.‘><ML D ocurnent v| [ Cancel l

Navigate to the directory where you wish to save the file. Once you have selected a file location
and name, click Save.
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<

To view the water facilities associated with a water system click the Details icon, || for the
water system of interest.

+ Laboratory > Reference Data >~ Water System > Facility Detail

Facility information can be found for a particular Water System by clicking on the "Details™ icon. J

/ Water system \\ SDWIS Method )/ Parameter )

Water System - Facility Detail

wL001001 WELL 1 &
oS CISTRIBUTION SYSTEM &
Hs HISTORICAL SAMPLING STATION &

This screen displays a listing of the water facilities associated with the particular system, as well
as, their status. To view information regarding a facility’s sampling point click the Details icon,

<

=" |, for the water facility of interest.

» Laboratory > Reference Data = Water System > Facility Detail

Facility information ean be found for a particular Water System by clicking on the "Details" icon. J

/ Water System '\ SDWWIS Method Y Parameter %

Water System - Facility Detail - Sampling Point
... sawplingPointhame _____ ___ Saws

WLOO1001 &

5.5.2 SDWIS Method

To find information regarding a SDWIS Method click on the SDWIS Method tab from the
Reference Data screen, then enter the appropriate search criteria. (Note: details of a method can be
found by searching a parameter from the Parameter tab (See section 5.5.3), and then selecting to
view the methods related to the particular parameter, this action will bring the user to the SDWIS
Method tab, as if they had performed a method search.)
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+ Laboratory = Reference Data > SDWIS Metho«

Search for methods used in Safe Drinking Water Reporting. J

/ Water System () SDWIS Method '} Parameter

View SDWIS Methods

B _»1 Search Panel

SDWIS Method Code: |ASTMD129395

SDWIS Method Name: | | @

_Download pata ]

ASTMD1Z9395 ASTM D1293-95

To download the data for each method returned by the search click the Download Data button

- " This will begin a series of message boxes.

File Download X

Do you want to open or zave thizs file?

@ Marne: PARAMETER_REF_DATA.x=ml
xml Type: ®ML Document, 430 bytes

From: njdep.enfotech.net

Wt ][ Save ]l Cancel |

harm your computer. [ youw do not brust the source, do not open or

@ While files from the Internet can be uzeful, zome filez can potentially
zave this file. What's the rizk?

To open the file in a new window without saving, click Open. Alternately, click Cancel if you do
not wish to save or open the file.

However, if you wish to download the SDWIS method XML data file, click Save, at which point
the user will be prompted to respond with the location they wish to save the file in.
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Save in: |@Deskt0p + O & e E-

D

My Recent
Documents

Desklop

&

My Documents

My Computer

-

File: name: | PAR LM

hd | I Save l

by Wetwark, Save as type: |><ML Dacument w | l Cancel l

Navigate to the directory where you wish to save the file. Once you have selected a file location
and name, click Save.

To view the parameters related to the method click the Details icon, for the method of
interest. This will action will transfer you to the Parameter tab located at the top of the screen.

« Laboratory > Reference Data > Parameter

Search for parameters used in Safe Drinking Water Reporting. |

/- Water System‘_\" SDHSMM\-;Pmameter\

View Parameters

= 2 Search Panel

Parameter Code: |

Parameter Code Context: | Please Select v

Parameter Name: i @

< pH 1925 SOWIS-1925 oH

5.5.3 Parameter Search

To find information regarding a Parameter click on the Parameter tab from the Reference Data
screen, then enter the appropriate search criteria. (Note: details for a parameter can be found by
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searching a method from the SDWIS Method tab (See section 5.5.2), and then selecting to view the
parameters related to the particular method, this action will bring the user to the Parameter tab, as
if they had performed a parameter search.)

s Laboratory > Reference Data > Parameter

Search for parameters used in Safe Drinking Water Reporting. J

/ Water System  SDWIS Method 'g

View Parameters

= 2 search Panel

Parameter Code: | |

Parameter Code Context: | Please Select V|

Parameter Name: | | @

@ pH 1925 SDWIS-1925 pH

To download the data for each parameter returned by the search click the Download Data button

- “ This will begin a series of message boxes.

File Download X

Do you want to open or save thiz hle?

E Mame: METHOD_REF_DATA, xml
=ml Type: ¥ML Document, 559 bykes

From: njdep.enfokech.net

Open ] l Save ] [ Cancel

harm pour computer. If you do not brust the zource, do not open or

@ While filez from the Intemet can be uzeful, zome filez can potentially
zave thig file. What's the righ?

To open the file in a new window without saving, click Open. Alternately, click Cancel if you do
not wish to save or open the file.

However, if you wish to download the parameter XML data file, click Save, at which point the
user will be prompted to respond with the location they wish to save the file in.
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Save As

Save jn |@Deskt0p v| « W e

D

My Recent
Documnents

?[-':
Deskiop
My Documents

=

My Computer

File: name: h-1ETHI:I[:I

v s ]
Fy Metwork Save as lype: |><MLDocument v| ’ Cancel ]

Navigate to the directory where you wish to save the file. Once you have selected a file location
and name, click Save.

To view the methods related to a particular parameter click the Details icon, for the

parameter of interest. This will action will transfer you to the SDWIS Method tab located at the top
of the screen.

+ Laboratory > Reference Data > SDWIS Method

Search for methods used in Safe Drinking Water Reporting. J

.ff Water System y”r SDWIS Method \‘: Parameter !

View SDWIS Methods

=l 2. Search Panel

SDWIS Method Code: |:|

SDWIS Method Name: | | @

' Dounload pata )

ASTMD129395 ASTM D1293-95
EPALS0.1 EPa Method 150,1
SMA500HE Standard Methods 4500-H+8

enyorech Revision Date: 3/20/2006 Page 48 of 50



New Jersey DEP E2 Reporting System DWR User’s Guide

6 Glossary
Term Definition
Administrator User Account Level which has the following privileges:

e Allowed to download, prepare, upload, review, and certify the
accuracy of electronic reports.
e Allowed to submit electronic reports to the state agency.

If the user’s account is associated with a laboratory the user will
have the following additional privilege:

e Allowed to approve or deny requests from others requesting to
be associated with the laboratory.

If the user’s account is associated with a water system the user will
have the following additional privileges:

e Allowed to approve or deny requests from others requesting to
be associated with the water system.

e Allowed to view laboratory reports submitted on behalf of the
water system.

e Allowed to manage which laboratories may submit electronic
Drinking Water Reports on the behalf of the water system.

Certifier User Account Level which has the following privileges:

e Allowed to download, prepare, upload, review, and certify the
accuracy of electronic reports.

e Allowed to submit electronic reports to the state agency.

If the user’s account is associated with a water system the user will
have the following additional privilege:

e Allowed to view laboratory reports submitted on behalf of the
water system.

COMPASS NJDEP’s database used to manage PWTA data
DWR Drinking Water Reports
E2 New Jersey Department of Environmental Protection Electronic

Environmental Reporting System. A web-based information system
that allows laboratories and the regulated community to
electronically submit reports to the New Jersey Department of
Environmental Protection.

Electronic Signature Serves as a formal agreement between each PIN holder (Certifier)
Agreement and the Department regarding the responsibilities and use of their
PIN
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Term Definition

NJDEP New Jersey Department of Environmental Protection

NIDEP Online New Jersey Department of Environmental Protection Online portal
system located at http://njdeponline.com

NJEMS New Jersey Environmental Management System: An integrated
transactional Oracle database that contains the NJDEP’s major
program databases

NJQL New Jersey Quantitation Limit

Personal Identification
Number

A sequence of alpha-numeric characters assigned to a Certifier by
NJDEP so as to uniquely identify Certifier

Preparer User Account Level which has the following privileges:
e Allowed to download and prepare electronic reports.
e Allowed to view electronic reports and past submissions, but not
certify or upload any submissions.
If the user’s account is associated with a water system the user will
have the following additional privilege:
e Allowed to view laboratory reports submitted on behalf of the
water system.
PIN Personal Identification Number
PWTA Private Well Testing Act
Responsible Official A Responsible Official as defined in N.J.A.C. 7:18-1.9 is as follows:
* For a corporation: A principal executive officer of at least the
level of vice president.
* For a partnership: A general partner.
* For a sole proprietorship: The proprietor
* For a government agency: Either a principal executive officer or
his or her designee
SDWIS/State Safe Drinking Water Information System State version: NJDEP’s

database used to manage the Safe Drinking Water Act

Submission ID

A unique number generated by E2 and assigned to each submission.

USEPA United States Environmental Protection Agency

XML Extensible Markup Language (XML) is a recommended standard by
World Wide Web Consortium (W3C) for generic data
communication (http://www.w3.org/TR/2000/REC-xml-20001006).

XML Schema Defines the data element names, definitions, order, required fields,

and data types for all elements in an XML file.
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